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1. Definitions 

For purposes of these Terms of Use (“Terms”): 

• “Account” means a user account (username and associated login credentials or third-party 
authentication) required to access the Platform. 

• “Anonymized Data” means data derived from Submissions after removal of identifiers or 
linkage to a User’s Account. 

• “Authorized Content” means Submissions provided by Users through the Platform. 

• “Confidential Information” means any non-public information related to the Platform, 
including its design, internal architecture, security controls, or data-handling processes. 

• “CyberArk” means CyberArk Software Ltd. (a Palo Alto Networks Company) or one of its 
affiliated entities. 

• “Platform” means the CyberArk Secure AI Agents Workshop, including all features, 
environments, challenges, and instances made available by CyberArk from time to time. 

• “Submission(s)” means any prompts, exploit attempts, code snippets, challenge solutions, or 
other user-provided inputs submitted through the Platform. 

• “Usage Data” means non-personal data generated by your use of the Platform (for example 
statistics, patterns, telemetry, and aggregated analytics). 

• “User” or “you” means a natural person using the Platform under an account. 

2. Scope; Acceptance; Eligibility 

2.1 Scope. These Terms govern your access to and use of the Platform. By accessing or using the 
Platform, you agree to be bound by these Terms. If you do not agree, you must not use the Platform. 

2.2 Access and Authentication. Access to the Platform may require registration, authentication, or 
other access mechanisms determined by CyberArk from time to time, which may include the 
creation of a username and password and/or authentication via a third-party identity provider (such 
as Google), or access via a time-limited invitation or one-time access code.  

Certain access methods may allow use of the Platform without creating a persistent account. In such 
cases, user sessions may be temporary, may not be resumable, and user progress or session state 
may not be saved. 

You may be required to provide certain registration information as part of accessing the Platform. 
You must provide accurate information where requested and must not use false identities, 
automated accounts, or bots to access or interact with the Platform. CyberArk reserves the right, in 
its sole discretion, to restrict, suspend, or deny access to the Platform to any user or category of 
users at any time. 

2.3 Compliance. You are responsible for complying with all applicable laws and regulations in 
connection with your use of the Platform, including without limitation any export-control, sanctions, 
and cybersecurity laws. 



3. Age Restrictions 

The Platform is not intended for individuals under the age of 18. By accessing or using the Platform, 
you represent and warrant that you are at least 18 years old. CyberArk does not knowingly permit 
participation by minors, and you must not create an Account or submit any content if you are under 
18. If CyberArk becomes aware that an Account has been created or used by an individual under 18, 
CyberArk may terminate the Account and delete or anonymize associated information. 

4. Account, Login & Security 

You are responsible for maintaining the confidentiality of your login credentials and for all activities 
that occur under your Account. You must not share your Account or allow others to use it. 

If you suspect any unauthorized use of your Account or any other security breach, you must 
promptly notify CyberArk. CyberArk may refuse to register, suspend, or terminate any Account that it 
reasonably believes is being misused or is in violation of these Terms. 

5. Acceptable Use & Prohibited Conduct 

You may use the Platform only for its intended purpose: participating in AI security challenges, 
workshops, and related research and educational activities. 

You agree not to: 

• attack or attempt to attack any systems or infrastructure other than the controlled challenge 
environments provided through the Platform; 

• interfere with or disrupt the operation, integrity, or security of the Platform; 

• reverse-engineer, decompile, disassemble, or attempt to derive the source code or 
underlying ideas or algorithms of the Platform; 

• copy, modify, distribute, sublicense, rent, lease, or otherwise transfer any portion of the 
Platform, except as expressly permitted in these Terms; 

• submit or transmit any content that is malicious, unlawful, infringing, defamatory, harassing, 
or otherwise objectionable; 

• submit any personal data (PII), highly sensitive information (such as health data, payment 
data), or any information that you do not have the right to use; 

• use bots, scripts, or other automated means to access or interact with the Platform; 

• attempt to deanonymize or identify other Users, or to circumvent any privacy or security 
controls; 

• use the Platform for any illegal, unethical, or unauthorized purpose. 

CyberArk may, in its sole discretion, remove content, disqualify participants, or suspend or terminate 
your access for actual or suspected violations of this Section or these Terms. 

6. User Representations & Warranties 

You represent and warrant that: 



• you have the authority and legal capacity to agree to these Terms; 

• you own or have obtained all necessary rights to your Submissions; 

• your Submissions do not and will not infringe or violate any third-party rights, including 
intellectual property, privacy, or publicity rights; 

• your Submissions do not include malicious code, malware, or other harmful components 
intended to disrupt, damage, or compromise the Platform, its infrastructure, or systems 
outside the intended challenge environment; 

• you will not submit personal data (PII) or any regulated or sensitive data through the 
Platform; and 

• your use of the Platform will comply with these Terms and all applicable laws and 
regulations. 

7. Grant of Rights & Research Data Use (Submissions) 

7.1 Submissions. You retain any rights you may have in your Submissions, subject to the license 
granted in this Section. 

7.2 License Grant. By submitting any Submission through the Platform, you hereby grant to CyberArk 
and its affiliates a non-exclusive, worldwide, royalty-free, perpetual, irrevocable, transferable and 
sublicensable license to: 

• use, reproduce, store, host, display, perform, modify, adapt, translate and create derivative 
works from your Submissions; 

• analyze and process your Submissions (including by automated means and machine-learning 
techniques); 

• use, disclose, and otherwise exploit aggregated, de-identified, or Anonymized Data derived 
from your Submissions for any lawful purpose, including cybersecurity research, AI-safety 
research, and enhancement of CyberArk’s commercial security products and services. 

7.3 Anonymization. The Platform is designed so that prompt data and similar Submissions are 
anonymized at or shortly after the point of collection, and any direct link to your Account is removed 
before analysis. CyberArk will not attribute Submissions to you personally when using Anonymized 
Data for research, publication, or product improvement. 

7.4 No Compensation. You understand and agree that you will not be entitled to any compensation, 
share of revenue, or other payment in connection with CyberArk’s use of Submissions or 
Anonymized Data as described in this Section. 

8. Intellectual Property 

The Platform, including all software, challenges, documentation, text, graphics, logos, and other 
materials, is owned by CyberArk or its licensors and is protected by intellectual-property laws. Except 
for the limited rights expressly granted in these Terms, no rights are granted to you, whether by 
implication, estoppel, or otherwise. 

You may not remove, alter, or obscure any copyright, trademark, or other proprietary notices on or in 
the Platform. 

Your rights in your Submissions are subject to the license granted to CyberArk under Section 7. 



9. Confidentiality & Data Handling 

9.1 Confidentiality. You agree not to access, attempt to access, use, or disclose any Confidential 
Information, except as strictly necessary to use the Platform as intended. You must not disclose any 
non-public information about the Platform’s architecture, security measures, datasets, or internal 
design. 

9.2 Data Handling. Submissions, Usage Data, and any account or registration information provided 
by you are handled in accordance with CyberArk’s privacy-by-design approach for this Platform and 
the applicable Privacy Policy. 

Nothing in these Terms modifies or replaces CyberArk’s separate Privacy Policy, which governs the 
collection, use, and processing of personal information. 

10. Disclaimers; No Warranty; Risk Acknowledgement 

THE PLATFORM AND ALL CONTENT, CHALLENGES, OUTPUTS, AND RESULTS ARE PROVIDED “AS IS” 
AND “AS AVAILABLE”, WITH NO WARRANTIES OF ANY KIND, WHETHER EXPRESS, IMPLIED, OR 
STATUTORY. 

WITHOUT LIMITING THE FOREGOING, CYBERARK DISCLAIMS ALL IMPLIED WARRANTIES OF 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT, AND ANY 
WARRANTIES ARISING OUT OF COURSE OF DEALING OR USAGE OF TRADE. 

CYBERARK DOES NOT WARRANT THAT THE PLATFORM WILL BE UNINTERRUPTED, ERROR-FREE, OR 
SECURE, OR THAT ANY DEFECTS WILL BE CORRECTED. YOU ACKNOWLEDGE THAT THE PLATFORM IS A 
RESEARCH AND TRAINING ENVIRONMENT AND THAT PARTICIPATION INVOLVES INHERENT RISKS. 
YOUR USE OF THE PLATFORM AND ANY RELIANCE ON ITS OUTPUTS OR RESULTS IS AT YOUR OWN 
RISK. 

11. Indemnification 

You agree to indemnify, defend, and hold harmless CyberArk, its affiliates, and their respective 
officers, directors, employees, and agents from and against any claims, demands, losses, liabilities, 
damages, costs, and expenses (including reasonable attorneys’ fees) arising out of or related to: 

• your use or misuse of the Platform; 

• your Submissions, including any allegation that such Submissions infringe or violate any 
third-party rights or applicable law; or 

• your breach of these Terms or of any representations or warranties you provide herein. 

12. Limitation of Liability 

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO EVENT SHALL CYBERARK OR ITS 
AFFILIATES, SUPPLIERS, OR LICENSORS BE LIABLE FOR ANY DAMAGES WHATSOEVER, INCLUDING 
WITHOUT LIMITATION ANY INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE, OR 
EXEMPLARY DAMAGES, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE, STRICT LIABILITY, OR 
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH YOUR ACCESS TO, USE OF, OR 
INABILITY TO USE THE PLATFORM, OR THE PERFORMANCE OR NON-PERFORMANCE OF ANY 
MATERIALS, CHALLENGES, CONTENT, OR SERVICES MADE AVAILABLE THROUGH THE PLATFORM, 



EVEN IF CYBERARK OR AN AUTHORIZED CYBERARK REPRESENTATIVE HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES. 

13. Termination & Suspension 

CyberArk may suspend or terminate your access to the Platform, in whole or in part, at any time and 
for any reason, including but not limited to security concerns, suspected fraud or abuse, 
maintenance, or your actual or suspected violation of these Terms. 

Upon termination, your Account may be disabled and you may lose access to the Platform and any 
Submissions stored there. Anonymized Data derived from Submissions may continue to be retained 
and used consistent with Section 7. 

14. Changes to Terms 

CyberArk may revise these Terms from time to time. The “Last Updated” date at the top of these 
Terms indicates the effective version. Material changes may be notified through the Platform or by 
other reasonable means. 

Your continued use of the Platform after the updated Terms become effective constitutes your 
acceptance of the revised Terms. If you do not agree to the revised Terms, you must stop using the 
Platform. 

15. Export Control and Compliance 

You acknowledge that your use of the Platform, as well as any outputs or knowledge gained from it, 
may be subject to applicable export-control and sanctions laws and regulations, including those of 
the United States, Israel, and other jurisdictions. 

You agree not to export, re-export, or transfer any part of the Platform, related technology, or 
derived knowledge to any restricted country, entity, or individual, or in any manner that would 
violate applicable export-control or sanctions laws. 

16. Governing Law & Jurisdiction 

These Terms and any dispute arising out of or in connection with them or the Platform shall be 
governed by and construed in accordance with the laws of the State of Israel, without regard to its 
conflict-of-laws rules. 

You and CyberArk hereby irrevocably submit to the exclusive jurisdiction of the competent courts of 
Tel Aviv-Jaffa, Israel, with respect to any dispute arising out of or relating to these Terms or the 
Platform. 

17. Severability & Waiver 

If any provision of these Terms is held invalid or unenforceable, the remaining provisions shall remain 
in full force and effect. CyberArk’s failure to enforce any right or provision of these Terms shall not be 
deemed a waiver of such right or provision. 



18. Entire Agreement 

These Terms constitute the entire agreement between you and CyberArk with respect to your use of 
the Platform and supersede all prior or contemporaneous agreements, understandings, or 
communications regarding the subject matter hereof, except to the extent expressly incorporated by 
reference (for example, the applicable privacy policy). 

19. Contact 

For questions or concerns regarding these Terms or your use of the Platform, please contact: 
aetosdios@cyberark.com 


